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E-safety Guidance Workshop

Friday 26th June - IAP Day Glebe School
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Aims of today session

* To raise awareness of E-safety issues with young people
using the internet.

* To tell you about useful resources available to parents
and carers.

* To understand steps put in place by Glebe to protect
students whilst at school.
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What Makes the internet so great?
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oo | Gomeet | _ceoe
| | | | | |

...............
B b Gmerc (o e

s - oy e §
L s = CLISE TES g
1"',..?.. .J" q}\! ‘: § 2
e g
P s Tl e 8 pressentat on e 7 Y
Whichore
=Ta= W - L
] - ol gD gl - dung | mrTm I
amgrengaca ? [
A B- i 3- B 8- m_& a3
pPre—rr e TN T . ‘ ’ . ‘ '
R Y

W, S s o e - = Py

The biggest library in | | Brings people Anyone can
the world together become a publisher

1

© Childniet International



P SRS

What Makes the internet so great?

Discover: educational resources
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Stats on E-safety

* 69% of young people use the internet privately
without their parents supervision

* 1/3 young people have received nasty or sexual
comments online.

* Only 7% or parents think their child has received such
comments.





http://www.google.co.uk/url?sa=i&rct=j&q=Ps3&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCIzlnuOHisYCFaNo2wodzMgAOg&url=http://finalfantasy.wikia.com/wiki/PlayStation_3&ei=r8N6VczRCqPR7QbMkYPQAw&bvm=bv.95515949,d.ZGU&psig=AFQjCNHlZjtH5I3xAMweUMBKhGgqMCkM3g&ust=1434195243782668
http://www.google.co.uk/url?sa=i&rct=j&q=smart+phone&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNGA4-6HisYCFWIj2wodPykAug&url=http://www.tiki-toki.com/timeline/entry/356039/From-Symbian-to-Sailfish-the-Evolution-of-the-Smartphone-OS/&ei=x8N6VZGBFuLG7Aa_0oDQCw&bvm=bv.95515949,d.ZGU&psig=AFQjCNHI2F8KZLQlmEka-v5LFJma4UBIEg&ust=1434195267496271
http://www.google.co.uk/url?sa=i&rct=j&q=Ps3&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCIzlnuOHisYCFaNo2wodzMgAOg&url=http://finalfantasy.wikia.com/wiki/PlayStation_3&ei=r8N6VczRCqPR7QbMkYPQAw&bvm=bv.95515949,d.ZGU&psig=AFQjCNHlZjtH5I3xAMweUMBKhGgqMCkM3g&ust=1434195243782668
http://www.google.co.uk/url?sa=i&rct=j&q=social+media&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNWDuZCIisYCFaRn2wodIcEA0w&url=http://maziermedia.com/social-media-marketing/&ei=DcR6VZXJO6TP7QahgoOYDQ&bvm=bv.95515949,d.ZGU&psig=AFQjCNGwDj1iZFfWBZ5O5mlUkBf5OxZPBQ&ust=1434195337909038
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Dangers linked to social networking

®* Meeting strangers

® Sexting (Sending inappropriate picture messages)
® Sharing Personal information

® Cyber-bullying
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How can we prevent this?

Try to keep computers in a communal
area.


http://www.google.co.uk/url?sa=i&rct=j&q=playing+xbox+in+living+room&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOfdmJ-JisYCFekb2wodGY4A7Q&url=http://www.gamedynamo.com/article/showarticle/3283/en/are_we_safe_from_prying_eyes_with_kinect_in_our_living_room&ei=OcV6VafdFOm37AaZnILoDg&bvm=bv.95515949,d.ZGU&psig=AFQjCNFlHIoEGUhCePvDM5pdD74ujsF4Fg&ust=1434195631776130
http://www.google.co.uk/url?sa=i&rct=j&q=playing+desktop+PC+in+living+room&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCMPV5eeJisYCFcuh2wodUSEAzQ&url=http://naturekidsinstitute.blogspot.com/2014/04/case-study-part-2-how-does-media-affect.html&ei=0cV6VYOpJMvD7gbRwoDoDA&bvm=bv.95515949,d.ZGU&psig=AFQjCNEtcn3_O5KCHhDODgG6-srXPgu1Ow&ust=1434195775494890

Viruses / Phishing Scam

d and windows has been shut down to prevent damage

= Subject: ANZ Account Suspension 3 i
Date: 7:43 A4 iyou've seen this Stop error screen,
Tor ncttngtcwgborendcon his screen appears again, follow

From: "ANZ Banking” Reply-To: "ANZ Banking”

To be sure you have adequate disk space. If a driver is
identified in the sStop message, disable the driver or check
vith the manufacturer for driver updates. Try changing video

ACCOUNT SUSPENS! adapters.

In ar effart to protect your ANZ Banking account secunty, we have suspended your sccount i = 2
until such time that it can be safaly restared by you. heck with your hardware vendor for any BIOS updates. Disable
BI0S memory options such as caching or shadowing. If you need
We have taken this acbon because your ANZ online account may have been compromised, 8,
R S respond to m.,an,,“:*“ and othar effected virus fles. o use safe Mode to remove or disable components, restart your
< th o this computer, press F8 to select advanced startup options, and then
3 select safe mode.

Technical information:

wik STOP: Ox0Q00008E (0xC0000005, 0x00690076, 0xA53 54610, 0x00000000)
Aczourts Mansgemant As sutlined in cur User Agraamant. Australis and Haw Zasland Banking Sroup Limited (ANZ)
3 will periodscally sand you informatien abaut site changes and enhancements.

Viait our Privacy Policy and User Agreemant if you have any questions.

Beginning dump of physical memory

Physical memory dump complete.

contact your system administrator or technical support group for further
assistance.

73% of online adverts are not clearly labelled, making it
difficult for adults and children to recognise them.


http://www.google.co.uk/url?sa=i&rct=j&q=blue+screen+pc&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCIPwnZiKisYCFUgo2wodL9EAuA&url=http://www.wired.co.uk/news/archive/2013-02/15/uncrashable-computer&ei=N8Z6VcP4CsjQ7AavooPACw&bvm=bv.95515949,d.ZGU&psig=AFQjCNEbbvz9n9B4FFecZjP3pc47GxMgtg&ust=1434195891521656
http://www.google.co.uk/url?sa=i&rct=j&q=phishing+scam&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNGcrrGKisYCFc0U2wodRIoA2g&url=http://www.hoax-slayer.com/anz-phishing-scam.html&ei=a8Z6VZG7Nc2p7AbElILQDQ&bvm=bv.95515949,d.ZGU&psig=AFQjCNF8M7SMS96BuZr-06DVu_9NeuhTGg&ust=1434195913442236
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How can we prevent this?

!--‘“ mmmmmmmm :
\g) Please click "Remove all” button to erase all infected files @ Remove All
and prokect your PC

Try to install web filters and anti-virus
software to protect your pc.


http://www.google.co.uk/url?sa=i&rct=j&q=antivirus+software&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOX7j5-mkcYCFcqc2wodlHUA1Q&url=http://askbobrankin.com/can_i_have_multiple_antivirus_programs.html&ei=J49-VaXMPMq57gaU64GoDQ&bvm=bv.95515949,d.ZGU&psig=AFQjCNFFoZfpFctkU4hQeBHLFuyt2yBq4w&ust=1434443939468359
http://www.google.co.uk/url?sa=i&rct=j&q=virus+detected+message&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCLrvsZGmkcYCFeVn2wodGNoAPA&url=http://www.spywarevoid.com/remove-smart-engine-warning-virus-detected-pop-up.html&ei=C49-Vfq9C-XP7QaYtIPgAw&bvm=bv.95515949,d.ZGU&psig=AFQjCNFpeNzbggr1mpBHKm_G-a7UGysjlw&ust=1434443910011547
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School Procedures

Mission Statement:

Glebe School is committed to raising standards in
e-safety with an objective to:

Protect and educate Pupils and staff in their use of
technology

To have the appropriate mechanisms to intervene and
support any incident where appropriate
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USEFUL
INFORMATION

eSafety

Home >> Parents >> eSafety COMMUNITY

USEFUL LINKS

Scroll down to view the links to other e-Safety websites!
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Useful Resources

® Childnet website

e Think U know



http://www.childnet.com/resources/know-it-all-for-parents/kiafp-cd
http://www.childnet.com/resources/know-it-all-for-parents/kiafp-cd
http://www.childnet.com/resources/know-it-all-for-parents/kiafp-cd
https://www.thinkuknow.co.uk/
http://www.lgfl.net/esafety/Pages/safeguarding.aspx
https://www.ceop.police.uk/
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Thank You

Glebe School
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Friday 26th June - IAP Day



