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E-Safety Mission Statement

Glebe School is committed to raising standards in e-safety with an objective to;

 Protect and educate Pupils and staff in their use of technology

 To have the appropriate mechanisms to intervene and support any
incident where appropriate.

The main threats identified in terms of e-safety are as follows;

 Content: Being exposed to illegal, inappropriate or harmful material
 Contact: Being subjected to harmful online interaction with other users
 Conduct: Personal online behaviour that increases the likelihood of, or
causes, harm.

Report Objective
This report will look to identify current procedures undertaken in regards to esafety within the school. It will identify areas that need to be improved in order
to meet the outstanding Ofsted framework for e-safety at Glebe School.
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Overview of Whole school approach to e-safety

In the five schools judged outstanding by Ofsted for e-safety, all staff members
had a shared responsibility for installing e-safety within the school. In order to
catalyse this at Glebe school, I recommend the implementation of the
following steps.

 3 engaging assemblies per year (1 per term) to raise awareness in
regards to different e-safety related issues. One of these should be held
on “Safer internet day” to raise awareness (11 February 2014).
 Cross curricular links to incorporating e-safety into the curriculum (See
Below), this could also be part of an “e-safety awareness week”.
 English: story writing exercise to develop a character who has been effected by a
chosen e-safety risk.
 Drama: Role play exercises which enable students to act in character in relation to esafety related issues.
 ICT: E-safety Leaflet design project (Already Implemented)
 Maths: Looking at data in relation to e-safety and plotting it into graphs / pie charts.
 PSHE: Poster design project where students look at e-safety risks and raise
awareness in the local community using their poster design.

Outstanding schools also had excellent relationships with families, which needs
to be developed further in order to continue e-safety support at home. In
order to meet this criteria at Glebe I recommend the following steps;

 Hold a student / parent audit, gaining information on how students and
parents currently feel about e-safety and how they would deal with
certain e-safety related issues, should they arise. This information can
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aid the development of e-safety within the school and meet the needs of
the pupils.
 Add a tab to the website that enables parents to receive up-to-date
information in regards to e-safety and different resources to raise
awareness. This would be advertised to the students and the parents.

Staff Training

The weakest aspect of provision in the schools visited was the extent and
quality of training for staff. It did not always involve all staff, and even when it
did, its impact what not measured systematically. I recommend we undertake
the following steps in order to tackle these issues.

 Audit the training needs of staff and provide training to improve their
knowledge of and expertise in the safe and appropriate use of new
technologies.
 Use audit results (of both staff, parents and students) to develop esafety strategies.
 Review and develop e-safety procedures to ensure they have a positive
effect on pupils’ knowledge and understanding.

Specialised risks to students at Glebe

Students with SEN are 16% more likely to be victims of online abuse; children
from lower socio-economic groups are 12% more likely. Issues are magnified
for ‘vulnerable’ children (e.g. disabled students, pupils with SEN or looked after
pupils).
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Short term goals for e-safety within the school

 Passwords must be given to each pupil to ensure their effective use.
Their e-mail passwords could be used to avoid confusion. Although this
may pose initial problems with students forgetting passwords, it is an
important step that needs to be taken to fall in-line with Ofsted criteria.

 School-based reporting routes should be clearly understood and used by
the whole school. A good way to do this would be to utilise an online
anonymous reporting system. When and if this is set up, pupils and
parents should be made aware of this via assemblies and newsletters.

Long term goals for e-safety within the school

 It is advised that e-safety should be a priority across the whole school
and achieving the e-safety mark would be a good long term objective to
accredit the schools progress with e-safety within the school.

 All teaching and non-teaching staff should receive regular and up-todate training. In order for myself to have an added insight into e-safety,
it may be beneficial to attend a course in order to pass on expertise to
the staff at Glebe. This is important to meet the outstanding criteria of
“One or more members of staff have a higher level of expertise and
clearly defined responsibilities.”
 Rigorous e-safety guidelines and procedures to be in place which are
contributed by the whole school. These should be updated regularly and
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ratified by the school governors. This policy should be integrated with
other relevant policies such as behaviour, safeguarding and anti-bullying.
 To develop risk assessments in relation to e-safety, using data to assess
the impact of e-safety practice and how this informs strategy.
 Parent’s e-safety twilight sessions to raise awareness.
 Development of an e-safety handbook / poster to send out to parents
for advice.
Example of questions that could be asked in an audit for students:

1. If you felt uncomfortable about anything you saw, or if anybody asked
you for your personal details such as your address on the internet would
you know where to go for help?
2. If anybody sent you hurtful messages on the internet or on your mobile
phone would you know who to tell?
3. Can you tell me one of the rules your school has for using the internet?
4. Can you describe the risks of posting inappropriate content on the
internet?

Sample questions for staff:

1. Have you had any training that shows the risks to your and pupils online
safety?
2. Are there policies in place that clearly demonstrate good and safe
internet practice for staff and students?
3. Are there sanctions in place to enforce the above policies?
4. Do all staff understand what is meant by the term cyber-bullying and the
effect it can have on themselves and pupils?
5. Are there clear reporting mechanisms with a set of actions in place for
staff or pupils who feel they are being bullied online?
6. Does the school have any plans for an event on safer internet day?
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In a good school Ofsted expect positive answers to the above questions. This
demonstrates the staff’s awareness training outlining what the current risks
are and what resources are available to help them keep pupils and themselves
safe online.
Glossary
Acronyms and jargon are common place in technology and often obscure
meaning and understanding. The following link provides access to a wide
ranging glossary of technological terms in current use
http://www.digizen.org/glossary/. In addition, the following terms used in this
document are explained below
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E-safety progress report – 4th march 2014

Safer Internet Day

To recognise safer internet day as a school, we had a number of events and activities taking
place to raise awareness and participation.

E-safety video
Students in year 8 created a fantastic e-safety video which is available to view on the
website. Students outlined a number of dangers online and explained to fellow students,
the process to follow if problems occur online. This video was shown during the assembly
during safer internet week.
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Assembly
Students were shown the year 8 e-safety video during assembly, which took place during
safer internet day. Students were engaged during the assembly and also gained important
information about e-safety. This adds to the schools objective to have a whole school
approach to e-safety in schools.

Network Desktop Background

During safer internet week, we changed the background for all the computers connected to
the schools network. This further raised awareness to students in regards to being safer
online.
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E-Safety Tab on website

We have added a tab on the website for students and parents to get up-to date information
in regards to e-safety. The page has useful links to LGfL and Think You Know. This page will
continue to be updated and developed, alongside the new website that is being created for
the school.

Risk Assessment
We are looking to implement a risk assessment in order to deal with any e-safety issues as
and when they arise. This will also help prevent e-safety risks occurring through policies and
procedures.
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Incident Log

We are considering implementing an incident log to document any issues that arise in
relation to e-safety. This will help us analyse incidents and their level of severity in order to
best prevent them from re-occurring. This will be held in a red folder in both ICT rooms.

Flow Chart

We have developed a flow chart for illegal activity and inappropriate activity. This will best
enable staff to be aware of procedures and also what to do when an issue arises. This will be
kept in the e-safety folder in both ICT rooms.

Letter to parents
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We have devised a letter to be sent out to parents in the Easter newsletter. This could also
be included in the planner and in the induction pack to new students coming to Glebe. This
will raise awareness for parents and students alike.
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E-Safety Meeting Minutes
Date: 23/10/14
Time:12:00pm
Topics:
1. E-Safety Mark - It has been agreed that WH will look into E-Safety mark to investigate qualifying
criteria to then discuss with DB/KS if it is a viable accreditation going forward.
2. CEOP Reporting Link - DB will look into inserting a CEOP reporting link on the E-safety tab on
the website.
3. Edublogs - It has been agreed that WH will look into moderating privileges for teachers and level
of control that the teacher has on publication of student blog posts. A decision as to whether to use
the site in the ICT curriculum will then be made by WH/DB/KS based on those findings. An ICT blog
which is controlled by WH only should be able to go on the website with KS permission, with all
updates being approved by KS prior to publication (TBC).
4. New E-safety video - A new year 8 E-safety video will be created this year in ICT and published
under the E-safety Tab on the website, different to last years. Confirmation of students who's faces
are not allowed to be shown in video has been sought. This could be published for internet safety
week which is on Tuesday 10th February 2015.
Meeting ended: 12:30pm.

Update: 03/07/15

E-safety Video
Year 8 students created an e-safety video in accordance with the annual esafety leaflet project. We invited the students to come up with the scripts,
ideas and themes of the video and the video can be seen under the e-safety
tab on the website.
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This continues to raise awareness with Students, staff and parents at glebe school on E-safety
related issues.

Safer Internet Day 2015
Glebe celebrated safer internet day. We held an assembly, where we showed students the e-safety
tab on the website and also showed them the video that year 8’s had made. We changed the
backgrounds on all the network PC’s which also raised awareness on a whole school basis.

New Year 7 E-safety Comic Book Project
In an attempt to increase E-safety in the ICT currculum, we have introduced a new year 7 Comic
book project. This project is focussed on students creating their own superheroes and combining
these with an e-safety related narrative.
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IAP Day Parents E-safety Workshop
In an attempt to raise awareness of E-safety related issues amongst our parents, we ran an E-safety
workshop for parents on IAP day. The idea was to give parents some information on E-safety and
point them in the direction of excellent esafety related resources and services online. We also
wanted to raise awareness of the esafety Tab on the website, for all the latest information on Esafety related to Glebe. We produced some booklets to go alongside the even and also an
annonymous questionnaire which is intended to give us more information about our parents and
issues that they may need more advice on. This will be sent out with the summer newsletter, which
will go to all parents, in order to hopefully get a better indication, from a broader range of parents.
These resources will all be placed on the website to be utilised by the parents.
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E-Safety video 2016
This years E-safety video is a great addition to previous years videos and further extends the
knowledge of E-safety related issues in and out of the school context. Students this year produced a
video themed on their favorite superheroes in an attempt to warn pupils about E-safety.

E-Safety Tab Update
The E-safety tab on the website is really starting to take shape now. We now have a RSS feed which
gives parents the latest tips and advice on E-safety related issues directly from the governement.
This ensures the tab is a great resource for parents, gives a range of links, resources and the ability
to view past Esafety videos that the children have made. We have also added a CEOP reporting link
that enables students to report incidents online with ease. We have told the students about this link
and ensured that they are responsible when using it.
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E-Safety Mark
We have been given the go ahead to try for the E-Safety Mark by KS. We have
looked at the criteria set by the mark and we are pleased with how close we
are to meeting the main strands. We have systematically gone through this
and made notes on how we are meeting them, or what we need to do in order
to do so.

Areas of improvement are raising awareness amongst the whole staff with Esafety related issues. We also need to involve the children in the policy making
for Esafety within the school, taking ownership of the sanctions and rewards
put into place. We are going to ask the Student Council to generate these,
which is something they have already started doing. Below is the PowerPoint
designed to facilitate this.
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We will also look to deliver the CEOP ambassador training to the whole staff.
This has been scheduled to take place in March 2017. This is a certificated
course and will ensure all staff members are fully equipped to deal with and Esafety related incident. It will also fulfil the last criteria needed for the E-safety
Mark. This can also be opened up to other schools that we have an alliance
with.

‘Sexting’ in schools: advice and support around self-generated images
What to do and how to handle it
We have distributed this advice leaflet to staff via email. A hardcopy is also
available in the E-safety incident folder, which we felt was the most
appropriate and accessible place for referral.
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Breck Foundation Visit

We recently had a talk from the Breck Foundation, who spoke to years 8-13
students. The Breck Foundation is raising the awareness of playing safe whilst
using the internet. Breck Bednar was a 14 year old boy, from Caterham, Surrey
who loved technology and online gaming. He was groomed via the internet and
murdered on February 17th 2014 by someone he met online. This foundation has
been set up in his memory to help other young people enjoy playing online but
crucially to be aware of some simple rules to stay safe. We arranged this to be in
conjunction with the Safer Internet Day 2017 and the talk had a great impact on
all the students.

Safer internet day was celebrated in our usual way, of showing the students
the E-Safety video that the year 8’s created this year. The video went down
really well and the students were engaged throughout. We also changed the
background of every computer to emphasise this.
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E-Safety Policy

As part of the feedback from the Challenge partners review, we have
developed a more defined ‘keeping children safe online policy’. Although a lot
of our initiatives and protocols are listed in this document, it is better to have a
concise document which has all our main procedures contained within it. This
document has been approved by the governors and is now visible on our
website.

CEOP Ambassador Training
All teaching staff have now received the CEOP ambassador training. It is
excellent to have a whole school awareness of teaching staff on this whole
issue and staff are now equipped to deliver the training to children. All
safeguarding policies were revised during the presentation.

WRAP Prevent training
All staff recently completed the WRAP ‘Prevent’ training. The chair of
governors was also present which demonstrates their ongoing involvement in
E-safety related training. All staff have also completed the online based
training, which makes us up to date with the most recent training on Prevent.
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E-Safety video

Students in year 8 have been working really hard to produce the Glebe 2018 ESafety Video. The video was directed and written by students in year 8 and
they themed it on superheroes to raise engagement. The video will be
uploaded to the website and will be shown in the whole school assembly.

Termly E-Safety Meeting
We have started having Termly E-safety meetings with representatives from
students, teaching staff, parents and governors. This is aimed to discuss new
updates for E-safety at Glebe and discuss targets for the future to make Glebe
a safer online community. The minutes for these meetings will be placed
online for all to see.

Impero
The school has invested in Impero software which uses key logging to flag
keywords that may be of concern. The software takes a 15 second clip of what
is happening on the screen, which adds context. We can also target students
independently and educate them on appropriate usage of the internet based
on the issue that was flagged. This has always proven to be successful in the
early trial period. We are looking to develop a computer based E-safety log
folder where staff can log an incident and explain what action was taken. This
reduces the need to generating lots of physical paperwork and also means that
logs can be stored digitally rather than needing to be printed every time there
is an incident.
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AUP Policy
We have included an AUP for student’s every time they log in. This reminds
students of our expectations of them when they use computers and the
internet. The AUP is very simple to ensure students understanding of it.

Students also sign an AUP at the start of the year which is ‘SEN’ friendly. This is
explained to them during Tutor time, so they understand what they’re
agreeing to.

Student Council – E-Safety Incident Sanctions
Students from the school council have been asked to generate some sanctions
for different incidents that may occur relating to E-safety in the school. We
wanted the students to play an active role in this. The rules will be agreed and
moderated if necessary by SLT. They will then be shared with the whole school
in assembly and / or literacy periods.

New E-Safety Incident log
We have developed a digital E-safety incident log to log e-safety related
incident and their outcomes. It was decided that with the addition of Impero –
which generates digital reports, we should have a digital means to store and
document these instead of printing the reports and logging them in a physical
folder. Incidents that are low level are passed on to the Form tutor to deal with
pastorally. When an incident re-occurs or is of a more serious nature, the
incident will be logged and dealt with by HoY or a member of SLT. This folder
that we store the incidents is only accessible by MLT and SLT. Safeguarding
protocols will be followed where appropriate and necessary.

Google Internet Legends
We have introduced the ‘Google Internet Legends’ program to Glebe and have
introduced this as a whole school agenda in 2019/20 term. Due to COVID we
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have not yet delivered this to our current year 7/8 students, but plan to do so
this academic year.

Lockdown Booklet
We sent a helpful Esafety lockdown booklet to inform parents of the dangers
online, especially during the lockdown periods.
We have also reinforced this in our Summer newsletter.

CPOMS
We now have an online logging system ‘CPOMS’ which greatly improves
communication of Esafety incidents between staff members. This also enables
us to track actions taken into incidents and track patterns in behavior.
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