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Session Aims

To build a knowledge of the different dangers that exist are online
Ways to protect your family using apps and tools

Ways to build up a dialogue with your child to have conversations about their online
world
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Type a message
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What percentage of teens
Use more than one social
Network s mtfe?

Glebe School Esafety Webina




Glebe School Esafety Webinar 2023 |




3

AN




What percentage of teens admit to
meeting someone they have
Met online?
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The Curriculum - Esafety
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The Curriculum - Esafety
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The Curriculum - Esafety
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https://www.breckfoundation.org/breck-resources

Accreditations- Esafety

ACCREDITED
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What are our Children doing online?

Glebe'SchHE8MEsafety Web




The risks

Contact

Child as participant

info

Commercial | Aggressive Sexual Values

* Adverts + Violent content * Pornographic * Bias

« Spam + Hateful Content content + Racist
Content « Personal info * Unwelcome sexual | « Misleading
Child as recipient comments info/advice

* Tracking * Being bullied. * Meeting strangers » Self-harm

« Harvesting personal | harassedor stalked | « Grooming « Unwelcome

persuasions

Conduct
Child as actor

* lllegal downloading
* Hacking

* Gambling

* Scams

* Terrorism

* Bullying or
harassing others

* Creating and
uploading
inappropriate content

* Providing
misleading info and
advice

Table developed by EUKids online project referenced in paragraph 1.3 of the Byron Review

Glebe School Esafety Webinar 2023




Can | be your Friend —Video Link
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https://www.youtube.com/watch?v=aDycZH0CA4I

Glebe School Esafety Webinar 2023




Roblox —the dangers

A naked man, wearing just a dog collar and a
aaQ 2 A Y Wies, Wi i’ i M et = SIS lead, is led across the floor by a woman in a
bondage outfit.

Two strippers dance next to a bar.

. . Top Stori
Roblox: The children's game with a e
@ LIVE Trapped quake
sex problem vituns s voiceaotes o A group has gathered around a couple openly
o having sex, watching and occasionally
© UIVE Rapist ex-policeman .
g ey commenting.
Teacher and fhughfﬂ shot by . . I .
R ok Rl One man is wearing a Nazi uniform.
This isn't happening in the real world, it's
Features taking place on a children's gaming platform

Roblox is a huge sprawling world of games
which is sometimes described as a kind of
ol primitive metaverse.

Glebe School Esafety Webinar 2023
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Parents guide to Roblox and how your kids can play it

safely

(-
<>

8 How to keep kids safe on Roblox
-

Pareryt viogger Adule Jennings from Our Famidy Lfe shares inght on the Robiox platfrom



https://www.internetmatters.org/hub/esafety-news/parents-guide-to-roblox-and-how-your-kids-can-play-it-safely/?gclid=EAIaIQobChMIouu82M2D_QIV0dDtCh3eFQy9EAAYASAAEgKudvD_BwE

Pastoral support [/ Safequarding

We work hard as a school to ensure that every child has a trusted adult
They can talk to if there is an issue.

As a parent we ask that this is something that you also develop with

your
child.

‘Having the Chat’ reqularly, is so vital in keeping your child safe online
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#Ask the Awkward =Vides link
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https://www.thinkuknow.co.uk/parents/ask-the-awkward/
https://vimeo.com/562783165
https://www.thinkuknow.co.uk/parents/ask-the-awkward/

Advice for talking to a young person about their internet
usage

Regular conversations with young people are the best way
to stay up to date.

AWKWARD
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Advice for talking to a young person about their internet
usage
Focus on three key areas to help your child stay safer:

* Viewing
* Sharing
* Socialising

It's easy to get distracted by the negative, especially if there
are apps or sites in the news.

AWKWARD
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usage

Advice for talking to a young person about their internet

When faced with a new app or platform, remind them to
consider and talk about the following three areas:

* the content they can view
* the things they can share
* the people they cantalk to

AWKWARD
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Advice for ta
usage

Ing to a young person about their internet

Building trust is more important than setting
rules or making threats of punishment.

AWKWARD
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Advice for ta
usage

Ing to a young person about their internet

Young people will turn to adults for advice and
support.

AWKWARD
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Is my child ready for social media?

« Is my child ready for social media? (Link to full article)

« What are the risks?

- Inappropriate content.

- Inappropriate behaviour.
 Over-sharing.

« Making friends with people they don’t know.

Glebe School Esafety Webinar 2023


https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/

Is my child ready for social media?

« Is your child ready?

« The age of your child as well as their developmental stage and maturity can affect their
ability to have a safe and positive experience of social media

« Minimum age requirements

« Most of the popular social media services require users to be at least 13 years of age
before they can register, although some sites are created especially for children under 13
(see Internet Matters’ Social networks made for children).

Glebe School Esafety Webinar 2023
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https://www.internetmatters.org/resources/social-media-networks-made-for-kids/

Age Restrictions for
wie Social Media Platforms /e

FOCPOOO& (Ages specifed in dermrs s of 2014) KP(’k
Instagram Foursquare
Pinterest WeChat
Google+ Kik

Tumblr Vine Path Flickr

Reddit Wh()fSAD') i
Snapchat  inkedin
Secret ’
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Is my child ready for social media?

« Development and maturity

e It's important to think about your child’s current social and emotional skills and
their maturity. This will help you to decide if they can deal with the pressures,
risks, emotions and unpredictable nature of using social media and use it
responsibly.

 Here are some things to think about, with your child, when making the decision.

e What are their social skills like?

Glebe School Esafety Webinar 2023
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Is my child ready for social media?

« Development and maturity

e It's important to think about your child’s current social and emotional skills and
their maturity. This will help you to decide if they can deal with the pressures,
risks, emotions and unpredictable nature of using social media and use it
responsibly.

 Here are some things to think about, with your child, when making the 'decision.

How do they deal with negatlve
experiences? -

Glebe School Esafety Webinar 2023

|




Is my child ready for social media?

« Development and maturity

e It's important to think about your child’s current social and emotional skills and
their maturity. This will help you to decide if they can deal with the pressures,
risks, emotions and unpredictable nature of using social media and use it
responsibly.

 Here are some things to think about, with your child, when making the 'decision.

Will they come to you if they need_
help? W

Glebe School Esafety Webinar 2023
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Are you ready for social

media?

oS




Are you ready for social media?

«Check out the social media site or app.

- Take time to be proactive.

-Be a great role model.

Glebe School Esafety Webinar 2023




Resources




Having ‘The Chat’

Having the chat:

conversation starters for talking to your

children about online safety ‘What apps/games is everyone using at your school? What's the social
media app of the moment?’
: ‘Have you ever seen anyone scamming or tricking people online? What
Primary age did you see/hear about?'
' - 3 ‘How do you know that what you're reading about is truthful or fake?
‘H°‘{V does this game/app wor '_‘? Can | play? = What steps do you take to make sure you're not reposting fake stories?’
Which apps or games are you into at the moment? ‘Do you know your limits?’' (You can talk about screen addiction, getting
‘Do you have any online friends? . R
enough sleep, the endless scroll of social media)

‘ Ip?'

.Do FOS RS it Yo Q6 fo: Hiely . " > ‘I heard about a girl getting tricked into sending nude selfies and then
Have you ever seen any bad behaviour online? What did you 2 3565 =
see? What did you do about it?’ someone shared them without permission. | thought it was really sad.

‘Do you know where to go for help if something upsets you Have you ever heard about that sort of thing?’

online?’ (remind them of you, or CEOP, or Childline, or a teacher) ‘How do you know the person you're chatting to online is who they say
‘What kinds of things should we do to keep our personal they are?’

information safe when we're online?’ ‘Do you think you could tell if someone was scamming/catfishing you?
‘What happens to what we say or send when we post it online?’ How?'

‘Should we treat people differently online than in the real world? How?'

Secondary age

Find us at www.breckfoundation.org

Breck Foundation Resources
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https://www.breckfoundation.org/breck-resources

STAYINGWELL |  FIRSTPHONE | STAYING SAFE
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https://ee.co.uk/do-more-with-ee/learn

E E a Signin CBBC CBBC iPlayer Newsround Bitesize Own It CBeebies More ~ Q Ssearch BBC

OWNIT » 2 5 ©

The Basics Take Control It's Personal Don't Panic About Us

A Safer Internet:
- Advice for parents
& Check this out!

* All about Own It _
Online safety

resources for
Watch
@ ateh now Teachers

& Check this out

The Basics of life online Don't Panic - speaking out and
getting help



https://www.bbc.com/ownit

Fake news (Misinformation)

S

WEWD & o

Find th(‘

"

pos N\

/\v

Can you find the fake online?

Find the Fake Quiz
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https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/find-the-fake/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/find-the-fake/

Tips — Parental controls & internet Monitoring

% Our Most Popul
sclicen o v insd Norton - Parental control tools to easily manage your Exceptional m
- . kids' online activities Read Review
1) ¥ norton
v Content filiering & GPS location monitoring
v Access every website your family visits
v Mobile app for Android & iOS devices
= Qustodio - Get full visibility with parental controls Very Good
é) Q Qustodio that keep your kids safe online Read Review m

v 15% exclusive discount code for M&L plans: QISML
v Manage & limit screen fime Visit Site
v Monifor activity on social media

3) p s PY mSpy - Worry less with a proactive & affordable Very Good m
@

phone tracker for parental control Read Review

+ Monitor social media activity
v 14 days money-back guaranfee Visit Site
v Compatible with Android & iOS devices

D eyeZy - Affordable monitoring for parental control
eYezY with artificial intelligence alerts Read Review
v Bank-grade encryption keeps your daia secure

v Compatible with most devices Visit Site
v 24/7 customer support

&
<
[
)
0
a
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https://support.apple.com/en-gb/HT208982#:~:text=Go%20to%20Settings%20and%20tap,child%2C%20or%20tap%20Not%20Now.

Tips — Parental controls & internet Monitoring

Establish digital
ground rules

Set screen time limits

1hr 5 min

. . B 15mn P 24min
Help keep your family ’

safer online

With Family Link, you decide what's best for your family. Easy to use tools
allow you to understand how your child is spending time on their device,
share location, manage privacy settings, and more.*

Haw.to set yp Family Link on Android devices

,4-_

Glebe School E



https://families.google/familylink/




Parents Guide: WhatsApp

E-Safety Advice for Parents and Carers

Staying safe online: Whatsapp

. Ll A Lk e TR R
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WhatsApp

WhatsApp says the minimum age of use is 16,
however younger children can easily use this app.

What are the risks?
There’s a risk of bullying, particularly in group chats
There's a risk of seeing content of a sexual nature, or showing violence and
hatred
There's a threat to safety if your child shares their live location, particularly
with people they don’t know in person
They may receive spam or hoax messages
In group chats, any users who aren’t in your child’s contacts can see messages
they postin the group, and your child will be able to see messages they post

Glebe School Esafety Webinar 2023




WhatsApp

Remind your child to talk to you about the things

they have seen online, and try to remain calm and [ CLICK CEOP
: - : - Internet Safety

reassuring - one of the main reasons children will be

reluctant to report online incidents is a fear of

‘getting into trouble’.

Remember, if you have concerns about the content
your child has seen online, you can report it to one
of CEOP’s child protection advisors.

www.ceop.police.uk
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Parents Guide: WhatsApp

E-Safety Advice for Parents and Carers

Topics Covered:

How to report / block people on WhatsApp

g Staying safe online: Whatsapp
R R L e LA L Sl L L

TS Educating your child about spam / hoax
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i Remind your child to be careful what they share
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ORI AN Remind your child they can leave group chats
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s What were doing at Glebe to educate your child
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Rewards

 Use the internet as a tool
for rewards / incentives.

* Working with the school
can boost your child's
progress.
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Reporting

/’

CLICK CEOP
Internet Safety r

If you need to hide this site

Child Exploitation and Online Protection Command 2 i )
quickly, just click here

Quick exit

A National
Crime Agency
command

CEOP is a law enforcement agency and is here to keep children and young people safe from
sexual exploitation and abuse. Please complete the below to start your report to one of CEOP’s
Child Protection Advisors.

|l am

A professional
working with

Under 18 years old A parent / guardian =
children or young



https://www.ceop.police.uk/ceop-reporting/




What is the recommended age when
using WhatApp?
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Where can | report abuse or harassment
which occurs online?

Glebe School Esafety Webinar 2023



https://www.ceop.police.uk/ceop-reporting/

We reqgularly hold Esafety Talks from a
foundation who come into school, what is
their name?

«BEECK)

— FOUNDATION —
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What accreditations have Glebe been
awarded for our work on Esafety?

ACCREDITED

ACAY SAFER
ey ONLINE




Summary

Thank you!

Whamblin@glebe.Bromley.sch.uk
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Feedback

« We would really appreciate your feedback for today’s session. Please would you
take the time to complete the short survey below.

Dear Parents / Carers, we would

appreciate your feedback on our

ESafety webinar.

eParent Survey

Please scan the QR code or use the weblink to access the survey.

Glebe School Esafety Webinar 2023
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https://forms.office.com/Pages/ResponsePage.aspx?id=EMvK2LmXfkmMD_tAY767oRertrO_x3FEroilk3ZCc-RURUdJRDVOOUNIOERGWjM3VzFFTUJPNzBCUy4u

